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Abstract— The design of the SILO network architecture of
ne-grain sewvices was based on three fundamental principles.
First, SILO generalizesthe concept of layering and decouples
layers from sewices, making it possible to intr oduce easily
new functionality and innovations into the architecture. Second,
cross-layer interactions are explicitly supported by extending the
de nition of a sewice to include control interfaces that can be
tuned extemally soasto modify the behavior of the sewice. The
third principle is “design for change:” the architecture doesnot
dictate the sewicesto be implemented, but provides mechanisms
to intr oduce new sewicesand composethem to perform specic
communication tasks. In this paper, we provide an update on
the curr ent status of the architecture and the prototype software
implementation. We also intr oduce the concept of “software
de ned optics” (SDO) to refer to the ememing intelligent and
programmable optical layer. We then explain how the SILO
architecture may enablethe rapid adoption of SDO functionality
aswell asevolving optical switching models,in particular, optical
burst switching (OBS).

|. INTRODUCTION

For more than thirty years,the Internet architecturehas
evolved incrementally[13] to addressthe demandsand re-
guirementgresentedby a continuouslychangingenvironment
of heterogeneousisers,service needs,economicstructures,
andthreats.Typically, a solutionfor a speci ¢ problemis en-
gineeredwithin the constraintf the currentinternetarchitec-
ture. Often, sucha solutiononly appliesto a speci ¢ context;
consideyfor example,the recentresearcton TCP variantsfor
high bandwidth-delayproductnetworks [19], [23], [24], [49],
earlierwork on TCP overwirelessnetworks([4], [9], [10], [50],
and ongoing efforts towards cross-layeroptimization [26],
[32], [35], [45]-[47]. In othercasesaddressingproademeeds,
suchas|P addressshortageor security leadsto the develop-
mentof a more generalsolution framework, which, however,
may violate some of the original principles of the Internet
or introduce new elementsin its architecture;for instance,
network addresstranslationis not consistentwith the end-
to-end principle, whereasMPLS and transportlayer security
solutionswere introducedat layers 2.5 and 3.5, respectiely.
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With the emegenceof optical network technologies.there
have beencallsfor new architectureshattake advantageof the
new capabilitiesat both the core[3], [31] of the network and
closerto the edges[25] to deliver better performancethese
approacheshowever, focus primarily on performanceissues
without explicitly targetingunderlyingarchitecturaprinciples.

Recently as the shortcomingsand limitations of today's
Internetarchitecturehave becomeincreasinglyevident, mary
in the networking communityare corvincedthatresolvingthe
presentimpasse”[2] is impossiblewithout reconsideringhe
fundamentahssumptionsind designdecisionsunderlyingthe
currentarchitecture Accordingto this point of view, it is time
for taking a “clean-slate” approachto addressfundamental
problemsand limitations by redesigningthe Internet “from
scratcH, basedon new core principles and without being
constrainedby the existing architectureand protocols [17].
Major clean-slateresearchinitiativesin the US (FIND [18])
andEurope(FIRE [21]) take a two-prongedstratgy in clean-
slate design: promoting researchinto new network architec-
turesaswell asbuilding an extensve experimentalfacility for
evaluatingthe new conceptsat scalewith live trafc. In the
US, the NSF-fundedFIND programhasinitiated a research
agendathat invites researchergo think carefully about the
requirementsfor the global network in 15 or 20 years,to
formulate a vision [41] for the future, and to take stepsto
realizethis vision by devising clean-slatedesignsunhindered
by the current architecture.The FIND program supportsa
diversi ed portfolio of researchprojectswith a strongarchi-
tectural focus; descriptionsof theseprojectsare available at
the FIND website[20]. NSF hasalso provided initial funding
for the GENI [22] experimentalfacility designedto act asa
catalystfor researchon new network applications,services,
and architecturesIn Europe, FIRE actiities are undervay
within the FP 7 framawork, while similar initiatives have
emegedin several other countries,including CanadaJapan,
and SouthKorea.

Our 2-yearSILO project[37] wasamongthe rst batchof
projectsfundedby the FIND programin 2006. The outcome
of this projectis a new network architecturethat overcomes



the limitations of layering by introducing the conceptof a
per ow “silo” of ne-grained servicesthat canbe viewed as
a generalizationof the traditional layer stack. SILO takes a
holistic view of network designwith emphasion facilitating
cross-layerinteractions,and representsa completedeparture
from current philosophy and practice;in that sense,it is a
truly clean-slatearchitecture.The SILO architectureand our
prototypeimplementationare describedin detail in the next
section.

Among recentclean-slateresearchthere are two projects
whosescopeextendsto include the whole network stackand
henceare most closely relatedto our own project. The rst
is work on the role-basedarchitecture(RBA) [8], carriedout
as part of the NewArch project [40]. RBA represent& non-
layered approachto the design of network protocols, and
organizescommunicationin functional units referredto as
“roles’ Rolesare not hierarchicallyorganized,and thus may
interactin mary differentways;asaresult,the metadatan the
paclet headercorrespondindo differentrolesform a “heap;
nota“stack” asin corventionallayering,andmaybe accessed
andmodi ed in ary order The main motivation for RBA was
to addresshefrequentiayerviolationsthatoccurin thecurrent
Internetarchitecture the unexpectedfeatureinteractionsthat
emege as a result[8], andto accommodatémiddle boxes’
The secondis the recursve network architecturg(RNA) [29],
[43] project,alsofundedby FIND. RNA introducesthe con-
ceptof a “meta-protocol”’which senesas a genericprotocol
layer. The meta-protocolincludesa numberof fundamental
services,aswell ascon gurable capabilities,and senesasa
building block for creatingprotocol layers.Speci cally, each
layer of a stackis an instantiationof the samemeta-protocol;
however, the meta-protocolinstanceat a particular layer is
con gured basedon the propertiesof the layers below it.
The use of a single tunable meta-protocolmodule in RNA
malesit possibleto supportdynamicservicecompositionand
facilitates coordinationamongthe layers of the stack; both
are designgoalsof our own SILO architecturewhich takesa
differentapproachin realizing thesecapabilities.

Several years of researchin new network architectures
(within or outsidethe FIND program)have produceda broad
spectrumof diverseideasandinnovations.More importantly
asthe ervironment(e.g.,userrequirementseconomicfactors,
threats,etc.) evolves,sowill the researclcommunity’s views
regardingthe network architectureln fact,the lastobsenation
is at the core of agumentsagainstclean-slateesearchandin
favor of evolutionaryapproachethat adaptthe network to the
prevailing ervironmentalconditions[13]. While we agreethat
the original Internetarchitecturehasbeenquite successfuin
accommodatinghangewe believe thatcontinuingthe current
practiceof applyingpatcheshoweverinnovative, to solve new
problems,cannotcontinuefor ever. Instead,we argue that a
new architecture designedwith evolvability and adaptability
in mind, is a far betterpropositionmoving forward, and that
clean-slateresearchprogramsoffer an excellent opportunity
for the communityto corverge to sucha solution. Our goal
with the SILO projectis not to designthe “next” system,

or even the “best next” system,but rathera systemthat can
sustaincontinuingchange.To this end,the SILO architecture
provideshbuilt-in mechanismsgo incorporatenew servicesand
composethem into silos, making it possibleto incorporate
new innovationsorganically and gracefully without the need
for patchesor add-ons.

The remainderof this paperis organizedas follows. In
Sectionll, we provide a brief descriptionof the SILO ar
chitectureand of the software prototypewe have developed.
In Sectionlll, we introducethe conceptof “software de ned
optics” (SDO) and explain how SILO may enablethe rapid
adoption of an intelligent and programmableoptical layer.
In Section IV we amue that the SILO architecture may
accommodateptical burst switching (OBS) naturally aswell
as provide the springboardfor the developmentof a wide
rangeof supportingservicesand functionality that cannotbe
easilyincorporatedn today's InternetarchitectureFinally, we
concludethe paperin SectionV.

Il. THE SILO ARCHITECTURE AND PROTOTY PE

Our designof the SILO architecturewas basedon three
major principles.First, our goal was to maintainthe concept
of layering, but also to generalizeit so asto overcomethe
currentlimitations in termsof introducingnew functionality.
The building blocksof the architectureare ne-grain services
eachserviceimplementsa speci ¢, reusablefunction of ne
granularity (comparedto today's protocolsthat embedcom-
plex functionality). Servicesarecomposedrertically into silos
so as to carry out an end-to-endcommunicationtask; silos
can be thought of as a generalizationof the protocol stack
conceptput areinstantiatecbn a per o w basis,allowing each
o w (application)to customizeits stackaccordingto its own
requirementsand the propertiesof the underlying network.
Finally, the silo decoupleslayers from services,allowing a
serviceto be introducedat ary pointin the stackwhereit is
necessaryatherthanat a speci ¢, predeterminedayer.

The seconddesign principle was to facilitate explicitly
cross-layerinteractionswhich are awkward and dif cult to
accomplishin the currentarchitectureTo this end,the de ni-
tion of aserviceincludesnotjustthe datainterfaceso services
above or below it in the silo, but also a set of tuning inter-
faces which we refer to as knobs The knobs are adjustable
parametersspeci ¢ to the functionality of the service (e.g.,
“compressionfactor” would be a knob of the “compression”
service)with a speci ed rangeof valuesand a well-de ned
relationshipbetweenthesevalues and the perceved perfor
manceof the service. Thesetuning interfacesmale cross-
serviceinteractionsan integral part of the architectureas it
is now possibleto employ algorithmsthat considerjointly the
behaior of the servicesin a silo andtune their knobsto the
bene t of the communicatiortask at hand.

The third design principle hasto do with our desireto
“design for chang€. We accomplishthis goal by making
surethat we do not dictate the servicesto be implemented.
Insteadwe provide mechanism#o introducenew servicesnto
the framavork and composeheminto silos. Speci cally, we
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createan ontolagy of servicesthat storesservice semantics Application

(e.g., their function and data and tuning interfaces)as well
astherelationshipsamongservicesin the form of constraints
(e.g.,relative orderingconstraints)We have alsodevelopeda
compositionalgorithm that takes as input servicerequestqif
ary) from an applicationand usesthe information and con-

straintsin the ontologyto constructa valid silo. Consequently SiLO
introducinga new serviceis straightforvard: a developeronly  _ packettiafic | Memgshent Fgig optimization _ [ < 1UNing
needsto provide a descriptionof the serviceand register it control e porcies "\ Sqiorage
with the ontology for usersto be able to include it in their channct :
silos. 52
Figure 1 illustratesthe designprinciples discussedabove. %(,”3%
The gure shaws threeapplicationsgachwith its own silo of Q‘“o%%o
services.t alsoshaws the decouplingof servicesand layers; ”%‘“’

for instance,service S6 is at layer 3 of the rightmostsilo,
but at layer 2 of the middle silo. Eachservice hasits own SILO.
tuninginterface(knobs)thatareaccessedndtunedby across- °°';\S;2‘:t“°"
servicealgorithm. Finally, the silo and servicemanageruses

the composabilityconstraintsto composeservicesinto valid

silos. For additionalinformationon the SILO architecturethe Fig. 2. SILO software prototypearchitecture
readeris referredto [7], [15].
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A. SILO Softwae Prototype The applicationcommunicatesvith the SILO management
As part of the deliverablesof our current FIND project, agent(SMA) over the SILO API, which consistsof header
we have implementeda working prototypewhich senesas les and library code and senes as a replacementto the
proof-of-concepdemonstratiorof the feasibility of the SILO common soclet interface. Initially, an application createsa
framawork. This prototype,which is publicly available from servicerequestwhich describests communicationsequire-
the projectwebsite[37], is implementedn portableC++ and ments. The requestis passedon to the SILO construction
Java asa collectionof userspaceprocessesunningin arecent agent(SCA), a major componentof the architecturewhose
version of Linux (althoughthe prototypecarriesno explicit responsibilityit is to assemblea silo basedon an application
dependenciesn the Linux kernel).Individual servicesaswell ~ servicerequest.lt utilizes the SILO ontology, an inference
astuningalgorithmsareimplementecasdynamicallyloadable engine,anda collectionof servicecompositionalgorithmswe
libraries (DLLs or DSOs).Figure 2 shavs the architectureof have developedto corvert the applicationrequestinto a silo
the softwareprototype andits maincomponentsreexplained recipethatit returnsto the SMA.
brie y in the remainderof this section. Given a silo recipe, the SMA constructsa silo for the



applicationby by dynamicallylinking in the necessarycode
for the services(residingin the universeof servicesstorage
(USS)), instantiatingthe statefor the new silo, and starting
ary requiredexecutioncontext.. Oncethe silo hasbeencon-
structed,the SMA returnsa silo handle to the application,
which is now readyto transmit/receie data using the silo.

The SMA also maintainsthe silo statethroughoutthe com-
municationssession.A componentwithin the SMA, called
the SILO tuning agent(STA) is responsibldor manipulating
the tuning interfacesof the serviceswithin a silo in order
to optimize either the individual or collective behaior of

silos within a single node or amongmary nodes.The STA

selectsaappropriatauning stratgiesfrom the Tuning Strateies
Storage(TSS), after taking into accountappropriateuser or

administratorspeci ed policies that are in effect within the
uUss.

The universeof servicesstorage(USS) senesasthe main
repositoryof information aboutthe SILO framework. It con-
tains (1) the ontology that describesrelationshipsbetween
silo servicesand serviceinterfaces;(2) a databasef service
implementationsvhich helpsthe SMA locatethe executable
codenecessaryo constructa givensilo; and(3) currentpolicy
settingswhich affect the operationof the SILO framework.
The USS has a query-basednterface, which allows other
component®f the SILO framawork to utilize its functionality.
The SILO ontology describeghe relationshipsetweenSILO
servicesusedto createand operateSILOs. It also describes
the datainterfacesbetweenservicesaswell as servicetuning
interfaces.

In the terms of implementation,the SILO Management
agentis written in C++ asan event-drivenloop that maintains
multiple silo structuresand processeslatain transmitor re-
ceive directionin individual silos. The SCA is implementedas
a stand-alonelava procesautilizing the JenaRDF framework
API. The USS is implementedas an XML le describing
the location of the dynamically loadable code and default
parametergor eachservice.Finally, the ontologywasde ned
usingtheopensourceProege platformfrom Stanfordandthen
exportedto RDF (ResourceDescriptionFramavork).

[11. SOFTWARE DEFINED OPTICS (SDO)

In today's networks, the physicallayer is typically consid-
eredas a “black box:” sequence®f bits are deliveredto it
for transmission,without the higher layers being aware of
exactly how the transmissions accomplishedThis separation
of concerndmposedby the layering principle hasallowed the
developmentof upperlayer protocolsthat areindependentf
the physical channelcharacteristicsput it has now become
too restrictive as it prevents other protocolsor applications
from taking advantageof additional functionalities that are
increasinglyavailableat the physicallayer. Speci cally, in the
optical domain,we are witnessingthe emegenceof whatwe
call softwae de ned optics (SDO) i.e., optical layer devices
that are:

1) intelligent and self-awag, that is, they can senseor

measureheir own characteristicend performanceand

2) programmable that is, their behaior can be altered
throughsoftware control.

Our useof the term SDO is a deliberateattemptto draw a
parallelto anotherrecentexciting technologysoftwarede ned
radios(SDR), devicesfor which nearlyall the radio waveform
propertiesand applicationsare de ned in software [1], [16],
[27], [42].

The software logic de ning more and more of theseSDO
devices requires cross-layerinteractions,hence the current
strictly layeredarchitecturecannotcapturethe full potential
of the opticallayer. For instancethe optical substratencreas-
ingly employs various optical monitors and sensorsas well
as pools of ampli ers and other impairment compensation
devices. The monitoring and sensingdevices are capableof
measurindoss, polarizationmodedispersion(PMD), or other
signalimpairments;basedon this information, it shouldthen
be possibleto usethe appropriateimpairmentcompensation
to deliver the requiredsignal quality to the application.But
such a solution cannotbe accomplishedwithin the current
architectureand hasto be engineeredutsideof it separately
for each application and impairment type; clearly, this is
not an efcient or scalableapproach.Recon gurableoptical
add-dropmultiplexers (ROADMS) and optical splitters with
tunablefanout(for optical multicast) aretwo more examples
of currently available SDO devices whose behaior can be
programmeaccordingto the wishesof higherlayerprotocols.
Looking several years into the future, one can anticipate
the developmentof other sophisticateddevices such as pro-
grammableMUX-DEMUX devices(e.g.,thatallow the wave-
bandsizeto adjustdynamically),or even hardware structures
in which the slot size can be adjustablé.

In the SILO architecture all thesenew and diversefunc-
tionalitieswithin (whatis currentlyreferredto as)the physical
layerwill typically be implementedasseparateservicesgeach
with its own control interfaces (knobs) that would allow
higherlevel servicesand applicationsdirect accessto, and
control of, the behaior of the optical substrate Hence,the
SILO architecturehasthe ability to facilitate a diversecol-
lection of critically importantcross-layeifunctions,including
trafc grooming [14], impairment-avare routing [36], [48],
and multi-layer network survivability [28] that have been
studiedextensiely, aswell asothersthat may emege in the
future.

We also note that there is considerableinterest within
the GENI community to extend the programmability and
virtualization functionality that is core to the GENI facility,
all the way down to the optical layer so asto enablemeaning-
ful and transformingoptical networking research Currently
however, a clearroad map on how to achieve sucha “GENI-
ized” optical layer has not beenarticulated, mainly due to
the lack of interfacesthat would provide GENI operations

INote that even as SONET hasincreasedn speedto 10 Gb/sand beyond
andits primary function hasmoved beyond carryingvoicetrafc, its slot size
is still de ned by a voice channel;we have shavn that the optimal slot size
dependson the mix of carriedtrafc, and should be adjustedas this mix
changesover time [33], [34].



accessto the functionality of the optical layer devices. We
believe that the SILO architecturewould be an ideal vehicle
for enablingoptical-layeraware networking within GENI, as
well as enablingcross-layeresearchthroughexplicit control
interfaces(e.g., such as SILO knobs). Therefore,we are in
the processof outlining speci ¢ strataies for incorporating
the SILO conceptswithin the GENI architecturewheneer
appropriate.

A. Future Reseath: Deploymenin Optical Testbed

In orderto gain wider acceptancef the SILO framework,
our goal is to extend the current software prototype and
develop a set of servicesthat can provide examples for
implementorsand at the sametime enable experimentation
within the frameawork. Individual servicescannotbe tested
in isolation - they require a “scaffolding” of other services
aroundthem that togethercreatea completeand operational
ensembleof servicesconstitutingworking silo. In order to
easethe experimentationwith the framework we will seek
to implement and provide to the researchercommunity a
diverseset of servicesfor thesepurposes.n the courseof
this activity, we shall alsoimplementthe servicesrequiredto
supportthe functionality for SDO. Speci cally, asa proof-of-
conceptdemonstratiorof SILO's capability to handlecross-
layer functionsin a streamlinedfashion using well-de ned
knob interfaces (rather than the current ad-hoc specially
engineeredsolutions),we plan to implement selectedSDO
functions (including monitoring and sensingservices) and
related cross-layerfunctions within an experimentaloptical
testbedfacility, asdescribednext.

The BreakableExperimentalNetwork (BEN) is a testbed
facility currentlyunderdevelopmentin the ResearchTriangle
area.This testbedprovides experimenterswith the ability to
control the optical network down to ary level they choose,
including the ber transmissionitself. BEN will connect
RENCI, North Carolina State University, UNC-ChapelHill
andDuke University with dark ber andwill have networking
equipmentinstalledat eachsite dedicatedo experimentation,
not productionservices.Sucha testbedwill be invaluablein
testingthe operationof servicesfor Software De ned Optics.

As an exampleof deploying the SILO prototypeon BEN,
considerthe classicalcross-layerissue of impairment-avare
routingin optical networks. We planto useDell bladeseners
with 10G ExtendedRange(ER) NICs directly attachedo dark
ber, integrate them with off-the-shelf equipmentthat mea-
sureoptical signalattenuatiorand chromaticand polarization
modedispersionCD-PMD), andimplementappropriateSILO
servicesto demonstratehat the SILO framework is capable
of supportingoptical-layeraware routing in an intuitive and
exible manner We may further utilize the optical ber
switch available at eachnode of the testbedto demonstrate
how optical layer parameterscan be dynamically tuned by
selectvely adding on-demanddispersioncompensatiorand
signalampli cation for speci ¢ connections.

IV. SILO AND OBS

Optical burstswitching(OBS)[6], [38], [39], [51], [52] is a
switching technologythat was introduceda decadeago [31],
[44] as a possible solution to carrying large volumes of
paclet traf c over an optical transportinfrastructure Despite
the extensve researcheffort that has beendevoted to OBS,
however, exceptfor oneprototypeimplementatior[5], [6], the
technologyhasnot followed the natural path to implementa-
tion, standardizationand wide deployment.

We argue that this unfortunatedevelopmentis mainly due
to two factors.First, OBS doesnot t well within the existing
InternetarchitectureNote that OBS carries|P paclets,hence,
it operatesdbelon the network layer (layer 3); however, OBS
semanticsare end-to-endwithin the OBS network, henceit
operatesabove the datalink layer (layer 2). Basedon this
obsenation, one might be temptedto introduceOBS aslayer
2.5 of the Internet architecture,but MPLS [11] is usually
consideredisoccupying layer2.5. Sinceit hasbeensuggested
that OBS would bene t from label switching [30], it appears
that OBS would have to be introducedas layer 2.75 of the
architectureat bestan awkward arrangement.

The secondchallengehasto do with the fact that TCP is
not necessarilyan appropriateprotocol in an OBS network
that aggregatesTCP segmentsinto burstsfor transportover
an optical network. Although the performanceof TCP over
OBShasalsobeenstudiedextensvely in recentyears[12], one
shouldkeepin mind thatthe variousTCP versionsweredevel-
oped,re ned, and optimized speci cally for paclet-switched
networks, hencetheir applicabilityto OBSis questionableWe
arguethat wide deploymentof OBS is not possiblewithout a
transportprotocol customizedfor this speci ¢ transporttech-
nology. But the developmentof sucha protocolis inherently
a cross-layerdesigntask that cannotbe accommodatedy
the existing network architecture,and hasto be speci cally
engineeredisingarchitectural’patches), e.g.,asin the caseof
efforts for adaptingTCP to wirelesschannelsSinceapplying
suchpatchego the architecturds a challengingandexpensve
undertaking,it is no surprisethat there have beenno efforts
in this regardwithin the context of OBS.

Within the SILO framework, on the otherhand,OBS may
be easily and naturally integrated into the architectureby
implementingits componentservices(e.g., burst assembly
burst scheduling,contentionresolution, etc.) and composing
theminto silos at the edgeor core nodes.More importantly
through the designof appropriatecontrol interfaces(knobs)
for eachservice,SILO alsomakesit possibleto develop new
transportand routing servicesthat are OBS-avare.

V. CONCLUDING REMARKS

In this paper we reviewed the SILO network architecture
for the future Internet, as well as the software prototype
implementationof the architecture.We also introducedthe
conceptof “softwarede ned optics” that pertainsto emeging
optical layer devices characterizedy increasingintelligence
and programmability Finally, we demonstratethow the SILO
architecturamay enablerapid adoptionof functionality related



to softwarede ned opticsandoptical burst switchingtechnol-

ogy.
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